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IPv4
Star configuration with multiple distribution 

routers

Border firewalls
Campus wide policies, bogon filtering, etc.

Unit Firewalls
Different firewall policies between campus units
Campus units manage their own policies, with 

advice from Information Security via custom 
application

One layer 2 firewall per subnet
Approximately 430 firewalls on campus
Primarily Cisco Firewall Services Modules (FWSM)



Unit firewalls, one per 
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Internet
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IPv4



Early IPv6
What we had to do

Build an addressing plan. 
We took 32 /40s and allocated 18 to campus units, and 

one to allocate to existing IPv4 network owners. 
The remaining 224 /40s are in reserve for future use. 

Use this plan to get the ARIN assignment. 
Get our network provider to get IPv6 to our border. 
Route IPv6 from border to new IPv6 router and 

firewall. 
Trunk unit vlans to IPv6 router. 
 IPv4 and IPv6 router or firewall interfaces do not 

have to be the same device



Early IPv6 network (2008)
IPv6 router behind FWSM in routed mode

IPv6 traffic processed in CPU, not NPU

Limited to 500k concurrent connections

Throughput limited to ~100Mb/s

Different business units are behind a single 
policy and are not isolated from each other

Able to provide IPv6 to early adopters that 
wanted it
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Current IPv6 (2010)
Replaced FWSM with context on ASA5580

Significantly improved performance
Operates in transparent mode, simplifying design
Security policy still shared by multiple units
Units still unprotected from each other

Added IPv6 support to customer firewall 
management web portal



Current IPv6 (cont.)
Departmental IPv6

 Installed ASA5580, multiple transparent contexts
Will be adding unit IPv6 firewalls to operate in 

parallel with IPv4
Operating in parallel allows gradual migration to 

IPv6, turning it on per subnet as needed. 
As migration continues, unit policy will move from 

border firewall to departmental firewalls.
Units will be protected from each other, mirroring 

our existing IPv4 model.
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Issues
Limited IPv6 support in early versions of ASA8.x

No IPv6 transparent mode
No IPv6 failover
Both resolved with 8.2(1)

Nested object groups not supported
Cisco Bug ID CSCtc71551
Documentation updated to reflect issue, but issue 

itself not yet resolved. 



Example:Object-group
 IPv4-FWSM(config)# object-group network LPL

IPv4-FWSM(config-network)# network-object 192.168.1.0 255.255.255.0
IPv4-FWSM(config-network)# object-group network World-IP
IPv4-FWSM(config-network)# group-object LPL

IPv4-FWSM(config-network)# access-list Outside line 10 permit ip any object-group World-IP
IPv4-FWSM(config-network)#

 IPv6-FWSM(config)# object-group network LPL
IPv6-FWSM(config-network)# network-object 2607:F088::/56
IPv6-FWSM(config-network)# object-group network World-IP
IPv6-FWSM(config-network)# group-object LPL

IPv6-FWSM(config-network)# IPv6 access-list Outside line 10 permit ip any object-group 
World-IP

ERROR: IP version of object-group (IPv4) doesn't match IP version of ACL (IPv6) 

This allows creation of an object group with both IPv4 
and v6 addresses that can never be used .



Issues: Router 
Advertisements

Router Advertisements needed for auto 
configuration were not passed through the 
firewall. 
Cisco Bug ID CSCth46161 
Router Solicitation was sent from host, through 

firewall, to Catalyst 6500
Router responded with RA
RA entered the outside interface of the firewall
RA packet was not passed by the firewall, no syslog 

message generated
Clients couldn’t form addresses. 

Resolved in version 8.3(2)1  



Issues: Duplicate Address 
Detection

Duplicate Address Detection (DAD) is not supported 
across the transparent firewall

Cisco says this is by design because of RFC 3590
Use of source IP of :: is considered a spoofed packet, a 

security threat, and is dropped

Potential chance that you would have identical IPs 
on each side of firewall. 

We’re not quite sure what this means. 



Issues: Management
IPv6 management

Only recently can assign IPv6 management address 
to module, ver. 8.3

Cannot specify IPv6 syslog server
Cannot specify IPv6 tacacs server

No full feature parity between IPv4 and IPv6. IPv4 
required for proper management.

No way to operate in a IPv6 only mode 



Future IPv6
Converged IPv4/IPv6 network and firewalls

Additional IPv6 hardware support on 6500s
Upgrade FWSMs to IPv6 capable hardware
Money to do the above. 

Educate campus IT staff, faculty. 
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VPN Notes
IPv6 enabled VPN

We use Cisco ASA appliances and AnyConnect VPN 
client, which does support IPv6

 IPv4 customer can connect from anywhere and get 
assigned an IPv6 address



VPN Notes (cont.)
Major problem with this is if the customer has 

previously installed the Cisco IPSEC VPN client on 
their windows machine. Installer changes MTU to 
1300. 

With the MTU set to 1300, AnyConnect client will fail 
to connect at all if IPv6 is enabled. MTU must be 
reset to 1374, which may be beyond the skill of 
many users. 

We had this working nearly two years ago, but have 
not deployed to users due to potential customer 
support issues with MTU size.



Conclusions
Firewall policies themselves are not dramatically 

different than IPv4
Remember that ICMPv6 must get through because 

Neighbor Solicitation effectively replaces ARP
Allow link local addresses to allow address 

negotiation

Firewall performance for IPv6 is just catching up 
to IPv4

Unable to manage a IPv6 only firewall at this 
time



Extras – Campus Network 
Map



Extras– Management App



Extras – Management 
App2



IPv4 – Management App3



IPv4 – Management App4



Extras – Management 
App5



Discussion
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