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DRAFT
Active Directory with IPv6:  Who we are

 
– We are not IPv6 networking experts. We are Windows and 
Active Directory administrators.

 
– The Georgia Tech AD Team

• Todd Whitehurst todd.whitehurst@oit.gatech.edu
• Roger Higgins roger.higgins@oit.gatech.edu
• Fred Papuga fred.papuga@oit.gatech.edu
• Stephen Girard – stephen.girard@oit.gatech.edu
• Rob Riding rob.riding@oit.gatech.edu
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Active Directory with IPv6: Reasons For IPv6

Why we decided to enable IPv6:

– IPv6 is inevitable 
– We were tired of being afraid of IPv6
– We decided it was better to embrace IPv6 rather than be in 
“denial” and work around it.
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Active Directory with IPv6: Reasons For IPv6

Microsoft says to use it

• http://technet.microsoft.com/en-us/magazine/2009.07.cableguy.aspx

•  “... From Microsoft's perspective, IPv6 is a mandatory part of the 
Windows operating system and it is enabled and included in standard 
Windows service and application testing during the operating system 
development process.”

• “Microsoft recommends that you leave IPv6 enabled, even if you do not 

have an IPv6-enabled network, either native or tunneled...” 

http://technet.microsoft.com/en-us/magazine/2009.07.cableguy.aspx
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Active Directory with IPv6: Reasons For IPv6

New Windows Services that use IPv6
–    2008 clustering
–    Exchange 2010
–    Remote Assistance 
–    HomeGroups 
–    DirectAccess
–    DNS
–    etc…



6

DRAFT
Active Directory with IPv6: Reasons For IPv6

• Therefore, as a part of our migration to 
Server 2008 R2 Active Directory,

   We decided to include IPv6.
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Active Directory with IPv6: Environment

IPv6 in the Georgia Tech Environment

–   Our 2610:0148::/32 Address space
–   Stateful IPv6 firewall at border
–   IPv6 is not internally firewalled - Yet
–   IPv6 is only enabled on some VLANs – For Now
–   Servers are dual-stack IPv4 & IPv6

• No plans to move to IPv6-only any time soon
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Active Directory with IPv6: Tunneling

You may be using it whether you know it or not
–   Enabled by default
–   Part of the “it just works” philosophy 
–   Automatic Tunneling – 

• ISATAP
• 6to4
• Teredo

– Tunneling creates challenges in our environment
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Active Directory with IPv6: Autoconfiguration

Windows supports Autoconfiguration of IPv6 addresses using both 
Router Advertisements (stateless) and DHCPv6 (stateful)

Autoconfiguration of IPv6 addresses works differently in Windows 

– Random Interface IDs are generated instead of using EUI-64 based IDs 
by default.

Why:

– To prevent scans based on predictable IDs (Privacy Addressing).
– To improve performance since they do not wait for DAD (duplicate 

address detection) to complete.

This behavior can be turned off with the command:

– netsh interface ipv6 set global randomize­
identifiers=disabled

– When disabled, windows uses EUI-64-based interface IDs.
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Active Directory with IPv6: Host Based Firewalls

Windows Advanced Firewall

–   Configuration 

–   Group policy



16

DRAFT
Active Directory with IPv6: DNS

DNS Server 
– IPv6 compliant (AAAA records)

• ~125 2610:0148::* AAAA Registrations
– Registering tunnel addresses is “bad” in our 

environment
– Configure Static addressing on Servers, especially 

DNS
– Remove other unwanted DNS records
– Scavenging needs to be turned on to clear out old 

tunnel adapters
• ~4,800 Tunnel Adapter Registrations
• ~632 Link-Local & Site-Local Registrations
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Active Directory with IPv6: Examples

Manually Configured IPv6 Address 
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In our environment tunnel adapters were causing 
delays 
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Troubleshooting C:/>tracert ipv6.google.com
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Active Directory with IPv6: Examples

Turn off discovery - C:\>netsh interface ipv6 set interface XX 
routerdiscovery=disabled
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Active Directory with IPv6: Examples

  
GPO to turn off IPv6 Transition Technologies
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Active Directory with IPv6: Lessons 
Learned

Lessons Learned:
– Fight old mindset and assumptions based on experience
– IPv6 issues must be consciously taken into account
– There is no substitute for testing
– Customers “blame” IPv6 for anything 
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Active Directory with IPv6: Future

• Early Adopter of IPv6 Firewalls @ GT
• Test and Deploy Features that leverage IPv6
• Enable More Campus Subnets for IPv6
• Leverage DHCPv6 for Addressing
• Management Infrastructure

– Host & Service Monitoring
– Security & Vulnerability Scanning/Monitoring
– Administrative Interfaces
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